Method and Device for Securely 
Communicating Information Via a DSL 
Network 

l l Attorney's Docket: 062891.0426 v 
Sheets: 1 of 2 Filed: December 29, 2000 j 



FIG. 1 100 



103- 



DSLAM COMMUNICATION 
MODULE 




DSL COMMUNICATION 
MODULE 



DSL SECURITY 
MODULE 



■101 
■102 



201 



202- 
203- 



204- 



FIG. 2 

2Q0 N rBEGliQ 



INITIALIZE DSL MODEM 



DETERMINE ALGORITHM 



COMMUNICATE 
ALGORITHM IDENTIFIER 



DEPLOY ALGORITHM 
AT DSL MODEM 



DEPLOY ALGORITHM 
AT DSLAM 




-TRAIN MODEM 
-SYNCHRONIZE MODEM 
-ETC 



-DETERMINE AVAILABLE ALGORITHM 
FOR DSL MODEM AND DSLAM 



-ENCRYPT/DECRYPT 
USING ALGORITHM 



-ENCYPT/DECRYPT USING 
DSL MODEM'S ALGORITHM 



FIG. 3 



307- 



300 



310 

s 


309 


306 
S 


308 




304 


NETWORK 
BACKBONE 


< \_ J> 


CENTRAL 
OFFICE 


c — > 


DSLAM 


COMMUNICATION 
MODULE 



305 



311 



301 

_L_ 



DSL MODEM 
#1 



DSL MODEM 
#2 



302 

J 



DSL MODEM 

— s — 

303 




Method and Device for Securely 
Communicating Information Via a DSL 
Network 

Attorney's Docket: 062891.0426 

Sheets: 2 of 2 Filed: December 29, 2000 



401 



402 



400 ^ gEGIN ) 



DETERMINE DSLAM 



I 



DETERMINE DSL 
SUBSCRIBER(S) FOR DSLAM 



YES 



YES 



UPDATE 


CENTRAL 


OFFICE 


DATABASE 




UPDATE DSLAM 
DATABASE 



405 



INITIALIZE DSL MODEM 



406 



407 



408 



409 



DETERMINE SESSION TYPE 



IDENTIFY ALGORITHM 
FOR DSL AND DSLAM 



COMMUNICATE ALGORITHM 
ID TO DSL 



PROCESS INFORMATION/VOICE 
AT DSL AND DSLAM 
USING ALGORITHM 




FIG. 4 



-UPDATE MODEM TYPE/ID 
-DETERMINE ALGORITHMS 
FOR MODEM TYPE 
-UPDATE SERIAL NUMBER(S) 



-NEW 


SUBSCRIBER 


-NEW 


HARDWARE 


-NEW 


SOFTWARE 



-CONTINUOUS 
-PER-USE 

-MULTIPLE ALGORITHM 



-ENCRYPT/DECRYPT 
INFORMATION 



